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DCS-7160 Series

Conditions and Impacts

Arista Networks Confidential

ARISTA

6



EOS 4.23.10M Release Highlights

New Platforms and Hardware

* None

SNMP MIBs

e SNMPv2, SNMPv3
e RFC 3635 EtherLike-MIB
o obsoletes RFCs 1650, 2358, 2665
e RFC 3418 SNMPv2-MIB
o obsoletes RFCs 1450, 1907
e RFC 2863 IF-MIB
o obsoletes RFCs 1229, 1573, 2233
e RFC 2864 IF-INVERTED-STACK-MIB
e RFC 4292 IP-FORWARD-MIB
o obsoletes RFC 1354
¢ ARISTA-SW—-IP-FORWARD-MIB
o IPv4 only
e RFC 4363 Q-BRIDGE-MIB
e RFC 4188 BRIDGE-MIB
e ARISTA-BRIDGE-EXT-MIB
e RFC 4113 UDP-MIB
o obsoletes RFC 1213
e RFC 4022 TCP-MIB
o obsoletes RFC 1213
e RFC 4293 IP-MIB
o obsoletes RFC 1213
e HOST-RESOURCES-MIB
e LLDP-MIB
e LLDP-EXT-DOT1-MIB
e LLDP-EXT-DOT3-MIB
e ENTITY-MIB
e ENTITY-SENSOR-MIB
e ENTITY-STATE-MIB
e RMON-MIB
o rmonEtherStatsGroup
¢ RMON2-MIB
o rmonlEthernetEnhancementGroup
e HC—-RMON-MIB
o etherStatsHighCapacityGroup
e RFC 3636 MAU-MIB
o ifMauDefaultType and ifMauAutoNegStatus are writeable
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e SNMP-TLS-TM—-MIB
o RFC 6353
e SNMP-TSM-MIB
o RFC 5591
e ARISTA-ACL-MIB
e ARISTA-SNMP-TRANSPORTS-MIB
o 7050X2, 7060X, 7260X,7320X, 7060X2, 7160,7020R
e ARISTA-SMI-MIB
o 7050X2, 7060X, 7260X,7320X, 7060X2, 7160,7020R
e ARISTA-PRODUCTS-MIB
o 7050X2, 7060X, 7260X,7320X, 7060X2, 7160,7020R
e ARISTA-QUEUE-MIB
o Excluding 7150
e RFC 4273 BGP4-MIB
e RFC 4750 OSPF-MIB
e ARISTA-CONFIG-COPY-MIB
e ARISTA-CONFIG-MAN-MIB
e ARISTA-REDUNDANCY-MIB
o 7500R, 7500E, 7300X, 7050X2, 7060X, 7260X,7320X, 7060X2, 7160,7020R
e MSDP-MIB
e PTM-MIB
e ITGMP-MIB
e TPMROUTE-STD-MIB
e VRRPV2-MIB
e ARISTA-QOS-MIB
e ARISTA-ENTITY-SENSOR-MIB
e ARISTA-BGP4V2-MIB
e ARISTA-VRF-MIB
e ARISTA-DAEMON-MIB
e ARISTA-IF-MIB
o 7050X2, 7060X, 7260X,7320X, 7060X2, 7160,7020R
e ARISTA-MAU-MIB
o 7050X2, 7060X, 7260X,7320X, 7060X2, 7160,7020R
e ARISTA-PFC-MIB
o 7050X2, 7060X, 7260X,7320X, 7060X2, 7160,7020R
e ARISTA-FIB-STATS-MIB
e ARISTA-GENERAL-MIB
e ARISTA-HARDWARE-UTILIZATION-MIB
¢ ARISTA-NEXTHOP-GROUP-MIB
e ARISTA-SW—-IP-FORWARDING-MIB
e ARISTA-TEST-MIB
e ARISTA-XCVR-DWDM-MIB
e ARISTA-XGS-MIB
e TEEE8021-PFC-MIB
e TEEE8023-LAG-MIB
e MPLS-LDP-STD-MIB
e NOTIFICATION-LOG-MIB
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e OSPF-TRAP-MIB
e OSPFV3-MIB
e PTPBASE-MIB

SNMP Traps

e RFC 2863 IF-MIB
o 1linkUp, linkDown
e LIDP-MIB
o lldpRemTablesChange
e RFC 3418 SNMPv2-MIB
o coldStart
e NET-SNMP-AGENT-MIB
o nsNotifyRestart
e ENTITY-MIB
o entConfigChange
e ENTITY-STATE-MIB
o entStateOperEnabled, entStateOperDisabled
e OSPF-MIB
o ospfNbrStateChange, ospflfConfigError, ospfIfAuthFailure,
ospfIfStateChange
e BGP4-MIB
o bgpEstablished, bgpBackwardTransition
e ARISTA-REDUNDANCY-MIB
o aristaRedundancySwitchOverNotif only for: 7500R, 7500E, 7300X,
7060X, 7260X,7320X, 7060X2, 7160,7020R
e ARISTA-CONFIG-MAN-MIB
o aristaConfigManEvent
e SNMPv2-MIB
o authenticationFailure
e VRRPv2-MIB
o vrrpTrapNewMaster
e MPLS-LDP-STD-MIB
o mplsLdpSessionUp, mplsLdpSessionDown
e MSDP-MIB
o msdpEstablished, msdpBackwardTransition
e PITM-MIB
o pimNeighborLoss
e ARISTA-BRIDGE-EXT-MIB
o aristaMacMove, aristaMaclearn, aristaMacAge

Supported Hardware

Fixed System

e DCS-71508-24-CL e DCS-7280QR-C36-M-R e DCS-7050Q0X-32S5-R
e DCS-7150s-24 e DCS-7280QR-C36-R e DCS-70500X-325-SSD-F

7050X2,
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e DCS-71505-24-CL-F e DCS-7280SR-48C6 ¢ DCS-7050Q0X-325-SSD-R

e DCS-71505-24-CL-R e DCS-7280SR-48C6-F e DCS-7050SX-64

* DCS-71505-24-CL-SSD-F e DCS-7280SR-48C6-M-F e DCS-70508X-64-F

e DCS-7150S8-24-F ¢ DCS-7280SR-48C6-M-R ¢ DCS-70505X-64-R

e DCS-7150S5-24-R e DCS-7280SR-48C6-R e DCS-70505SX-64-SSD-F
* DCS-7150S-24-CL-SSD-R e DCS-7280TR-48C6-R e DCS-70505X-64-SSD-R
e DCS-71508-52-CL e DCS-7280TR-48C6-F e DCS-7050TX-128-F

e DCS-7150S-52-CL-F e DCS-7280TR-48C6-M-F e DCS-7050TX-128-R

¢ DCS-7150S8-52-CL-R e DCS-7280TR-48C6-M-R e DCS-7050TX-48

e DCS-71505-52-CL-SSD-F e DCS-7280QR-C72 e DCS-7050TX-48-F

e DCS-7150S-52-CL-SSD-R e DCS-7280QR-C72-F e DCS-7050TX-48-R

* DCS-7150S-64-CL ¢ DCS-7280QR-C72-M-F e DCS-7050TX-48-SSD-F
e DCS-71505-64-CL-F e DCS-7280QR-C72-M-R e DCS-7050TX-48-SSD-R
e DCS-7150S-64-CL-R * DCS-7280QR-C72-R e DCS-7050TX-64

¢ DCS-71505-64-CL-SSD-F e DCS-7280SR2-48YC6 e DCS-7050TX-64-F

e DCS-71508-64-CL-SSD-R e DCS-7280SR2-48YC6-F e DCS-7050TX-64-R

e DCS-7150SC-24-CLD e DCS-7280SR2-48YC6-M-F e DCS-7050TX-64-SSD-F
¢ DCS-7150SC-24-CLD-F e DCS-7280SR2-48YC6-M-R e DCS-7050TX-64-SSD-R
e DCS-71508C-24-CLD-R e DCS-7280SR2-48YC6-R ¢ DCS-7050TX-72-SSD-F
e DCS-7150SC-64-CLD e DCS-7020TR-48 e DCS-7050TX-72-SSD-R
¢ DCS-7150SC-64-CLD-F e DCS-7020TR-48-F ¢ DCS-7050TX-96—-SSD-F
e DCS-7150S8C-64-CLD-R e DCS-7020TR-48-R e DCS-7050TX-96-SSD-R
e DCS-7170-64C e DCS-7280QRA-C36S-F e DCS-7010T-48

e DCS-7170-64C-F e DCS-7280QRA-C36S-R e DCS-7010T-48-F

e DCS-7170-64C-R e DCS-7280SR2A-48YC6 e DCS-7010T-48-R

e DCS-7170-32C e DCS-7280SR2A-48YC6-F e DCS-7050S8X-72

e DCS-7170-32C-F * DCS-7280SR2A-48YC6-M-F ¢ DCS-70508X-72-F

e DCS-7170-32C-M-F e DCS-7280SR2A-48YC6-M-R e DCS-70508X-72-R

¢ DCS-7170-32C-M-R ¢ DCS-7280SR2A-48YC6-R e DCS-7050SX-72-SSD-F
* DCS-7170-32C-R e DCS-7280SRA-48C6 ¢ DCS-70508X-72-SSD-R
e DCS-7170-64C-M-F e DCS-7280SRA-48C6-F e DCS-70505X-96

* DCS-7170-64C-M-R ¢ DCS-7280SRA-48C6-M-F e DCS-70508X-96-F

e DCS-7170-32CD e DCS-7280SRA-48C6-M-R ¢ DCS-70505X-96-R

e DCS-7170-32CD-F e DCS-7280SRA-48C6-R e DCS-70505X-96-SSD-F
¢ DCS-7170-32CD-R e DCS-7280TRA-48C6 e DCS-70508X-96-SSD-R
e FAN-7001C e DCS-7280TRA-48C6-F ¢ DCS-7050TX-128-SSD-F
e PWR-1100AC e DCS-7280TRA-48C6-M-F e DCS-7050TX-128-SSD-R
e PWR-1100AC-F e DCS-7280TRA-48C6-M-R e DCS-7050TX-72-F

e PWR-1100AC-R e DCS-7280TRA-48C6-R e DCS-7050TX-72-R

e PWR-750AC e DCS-7020TRA-48 e DCS-7050TX-96-F

e PWR-750AC-F * DCS-7020TRA-48-F e DCS-7050TX-96-R

¢ PWR-750AC-R e DCS-7020TRA-48-R e DCS-7010T-48-DC

e PWR-500-DC e DCS-7280CR2A-60 e DCS-7010T-48-DC-F

¢ PWR-500-DC-F * DCS-7280CR2A-60-F e DCS-7010T-48-DC-R

¢ PWR-500-DC-R * DCS-7280CR2K-60 e DCS-7260Q0X-64

¢ PWR-500AC e DCS-7280CR2K-60-F e DCS-72600X-64-F

¢ PWR-500AC-F * DCS-7280SRAM-48C6 e DCS-72600X-64-R

Arista Networks Confidential

ARISTA

10



PWR-500AC-R
PWR-745AC
PWR-745AC-F
PWR-745AC-R
FAN-7010
PWR-1900-DC
PWR-1900-DC-F
PWR-1900-DC-R
PWR-1900AC
PWR-1900AC-F
PWR-1900AC-R
PWR-747AC
PWR-747AC-F
PWR-747AC-R
FAN-7002H
FAN-7002H-R
FAN-7000H-R
PWR-1600AC
PWR-1600AC-F
FAN-7001D
FAN-7001D-F
FAN-7001C-F
PWR-400AC-BLUE
FAN-7011M
FAN-7011M-F
FAN-7011M-R
PWR-1021-AC-RED
PWR-511-AC-BLUE
PWR-511-AC-RED
PWR-621-AC-RED
FAN-7001C-R
PWR-400AC-RED
FAN-7001DH
FAN-7001DH-F
PWR-1611-AC-RED
PWR-1611-DC-RED
FAN-7011H
FAN-7011H-F
FAN-7011H-R
PWR-511-DC-BLUE
PWR-511-DC—-RED
PWR-1511-AC-BLUE
PWR-1511-AC-RED
PWR-1511-DC-BLUE
PWR-1511-DC-RED
PWR-1011-AC-RED
PWR-721-DC-RED

DCS-7280SRAM-48C6-F
DCS-7280SRAM-48C6-R
DCS-7280CR2-60
DCS-7280CR2-60-F
DCS-7280CR2A-30
DCS-7280CR2A-30-F
DCS-7280CR2K-30
DCS-7280CR2K-30-F
DCS-7280QRA-C36S-M-F
DCS-7280QRA-C365-M-R
DCS-7280SR2K-48C6
DCS-7280SR2K-48C6-M-F
DCS-7280SR2K-48C6-M-R
DCS-7020SR-24C2
DCS-7020SR-24C2-F
DCS-7020SR-24C2-R
DCS-7280CR2M-30
DCS-7280CR2M-30-F
DCS-7280SRM-40CX2
DCS—-7280SRM-40CX2-F
DCS-7280SRM-40CX2-R
DCS-7020SR-32C2-F
DCS-7020SR-32C2-R
DCS-7020SRG-24C2
DCS-7020SRG-24C2-F
DCS-7020SRG-24C2-R
DCS-7280CR3-32P4
DCS-7280CR3-32P4-F
DCS-7280CR3-32P4-M-F
DCS-7280CR3-32P4-M-R
DCS-7280CR3-32P4-R
DCS-7280CR3K-32P4
DCS-7280CR3K-32P4-F
DCS-7280CR3K-32P4-R
DCS-7280CR3-32D4
DCS-7280CR3-32D4-F
DCS-7280CR3-32D4-M-F
DCS-7280CR3-32D4-M-R
DCS-7280CR3-32D4-R
DCS-7280CR3K-32D4
DCS-7280CR3K-32D4-F
DCS-7280CR3K-32D4-R
DCS-7280PR3-24
DCS-7280PR3-24-F
DCS-7280PR3-24-M-F
DCS-7280PR3K-24
DCS-7280PR3K-24-F

DCS-7260Q0X-64-SSD-F
DCS-72600X-64-SSD-R
DCS-7050SX-72Q
DCS-7050SX-72Q-F
DCS-70508X-72Q0-R
DCS-7050TX-72Q
DCS-7050TX-72Q-F
DCS-7050TX-72Q0-R
DCS-70500Q0X2-328
DCS-7050Q0X2-325-F
DCS-70500X2-32S-R
DCS-7050SX2-128
DCS-7050SX2-128-F
DCS-705058X2-128-R
DCS-7050TX2-128
DCS-7050TX2-128-F
DCS-7050TX2-128-R
DCS-7050SX2-72Q
DCS-7050SX2-72Q-F
DCS-705058X2-72Q0-R
DCS-7060CX-328S
DCS-7060CX-32S-F
DCS-7060CX-32S-R
DCS-7060CX2-328
DCS-7060CX2-325-F
DCS-7060CX2-32S-R
DCS-7260CX-64
DCS-7260CX-64-F
DCS-7260CX-64-R
DCS-7260CX-64-SSD-F
DCS-7260CX-64-SSD-R
DCS-7060SX2-48YC6
DCS-7060SX2-48YC6-F
DCS-7060SX2-48YC6-R
DCS-7260CX3-64
DCS-7260CX3-64-F
DCS-7260CX3-64-R
DCS-7050CX3-32S5-F
DCS-7050CX3-325-R
DCS-7050SX3-48YC12
DCS-7050SX3-48YC12-F
CCS-720XpP-247Y4
CCS-720XP-2472Y4-F
CCS-720XpP-482zC2
CCS-720XP-48ZC2-F
DCS-70505X3-48YC8
DCS-7050SX3-48YC8-F
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PWR-621-AC-BLUE
FAN-7012H-RED
PWR-1011-AC-BLUE
PWR-1011-DC-BLUE
PWR-1011-DC-RED
PWR-2411-AC-RED
PWR-2411-DC-RED

FAN-7002-R
FAN-7002H-F
FAN-7000H
FAN-7000H-F
PWR-3K-AC
PWR-3K-AC-F
PWR-3K-AC-R
PWR-2700-DC
PWR-2700-DC-F

ARISTA

DCS-7280DR3-24
DCS-7280DR3-24-F

DCS-7280DR3-24-M-F

DCS-7280CR3-96
DCS-7280CR3-96-F
DCS-7280CR3K-96
DCS-7280CR3K-96-F

7500R-36CQ-LC
7500R-36Q-LC
7500R-4852CQ-LC
7504R-FM
7508R-FM
7512R-FM
DCS-7512N
7500RM-36CQ-LC
7500R-8CFPX-LC

DCS-7050SX3-48YC8-R

DCS-7260CX3-64E
DCS-7260CX3-64E-F

DCS-7260CX3-64E-R

DCS-7060DX4-32
DCS-7060DX4-32-F
DCS-7060PX4-32

e FAN-7000 e DCS—-7280CR3MK-32P4 e DCS-7060PX4-32-F
e FAN-7000-F e DCS-7280CR3MK-32P4-F ¢ CCS-720XP-24Y6-F
e FAN-7000-R e DCS-7280CR3MK-32P4-R e CCS-720XP-48Y6-F
e PWR-460AC e DCS-7050TX-128 e DCS-7050CX3-32S-SSD-F
e PWR-460AC-F e DCS-7050TX-72 e DCS-7050CX3-325-SSD-R
¢ PWR-460AC-R e DCS-7050TX-96 e DCS-7050CX3M-325
e PWR-460DC e DCS-7050CX3-3253 e DCS-7050CX3M-32S-F
e PWR-460DC-F e CCS-720XP-24Y6 e DCS-7050CX3M-32S-R
¢ PWR-460DC-R e CCS-720XP-48Y6 e CCS-720XP-24Y6-R
e DCS-7280TR-48C6 e DCS-7050SX-128 e CCS-720XP-48Y6-R
e DCS-7280QRA-C363 ¢ DCS-7050SX-128-F e DCS-7160-32CQ
e DCS-7020SR-32C2 e DCS-7050SX-128-R e DCS-7160-32CQ-F
e DCS-7280SE-64 e DCS-7050SX-128-SSD-F e DCS-7160-32CQ-R
e DCS-7280SE-64-F ¢ DCS-7050SX-128-SSD-R e DCS-7160-48YC6
e DCS-7280SE-64-R e DCS-72500X-64 e DCS-7160-48YC6-F
e DCS—-7280SE-72 e DCS-7250QX-64-F e DCS-7160-48YC6-R
e DCS-7280SE-72-F ¢ DCS-72500X-64-R e DCS-7160-48TC6
e DCS-7280SE-72-R e DCS-72500X-64-SSD-F e DCS-7160-48TC6-F
e DCS-7280SE-68 e DCS-7250Q0X-64-SSD-R e DCS-7160-48TC6-R
¢ DCS-7280SE-68-F ¢ DCS-70500X-32 e FAN-7002
e DCS-7280SE-68-R ¢ DCS-70500X-32-F e FAN-7002-F
e DCS-7280CR-48 e DCS-70500X-32-R e FAN-7002-R
e DCS-7280CR-48-F e DCS-7050Q0X—-32-SSD-F ¢ FAN-7002H-F
e DCS-7280QR-C36 e DCS-70500X-32-SSD-R e FAN-7000H
e DCS-7280QR-C36-F e DCS-70500X-325 e FAN-7000H-F
¢ DCS-7280QR-C36-M-F ¢ DCS-7050Q0X-32S-F
Modular
FAN-7002 DCS-7500-SUP2 7800R3K-48CQ-LC
FAN-7002-F DCS-7500-SUP2-D 7808R3-FM

DCS-7800-SUP
DCS-7800-SUP1A
DCS-7508
DCS-7504
7300-SUP
7300-SUP-D
7300X-32Q-LC
7300X-645-LC
7300X-64T-LC
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¢ PWR-2700-DC-R

¢ PWR-3K-DC-BLUE
¢ PWR-3K-DC-RED

¢ PWR-3KT-AC-BLUE
¢ PWR-3KT-AC-RED
¢ PWR-D1-3041-AC-BLUE
e PWR-2900AC

e 7500E-36Q-LC

e 7500E-48S-LC

e 7500E-72S-LC

e 7504E-FM

e 7508E-FM

e DCS-7500E-SUP

¢ DCS-7500E-SUP-D
e 7500E-12CM-LC

e 7500E-6C2-LC

e DCS-7504N

e 7500E-48T-LC

e 7500E-12CQ-LC

e DCS-7508N

e 7500E-6CFPX-LC

Transceiver

e 1000BASE-BX10

e 1000BASE-BX10-D
e 1000BASE-BX10-U
¢ 40GBASE-AOC

e 10GBASE-LRL

e 10GBASE-ZR

e 40GBASE-PLRL4

e 40GBASE-SR4

¢ 40GBASE-XSR4

e 40GBASE-LR4

e 40GBASE-LRL4

e 40GBASE-PLR4

e CFP2-100GBASE-LR4
e 10GBASE-AOC

e 40GBASE-UNIV

e 100GBASE-CR4

e 100GBASE-LR4

e 100GBASE-LRL4

e 40GBASE-ER4

¢ 10GBASE-DWDM

e 10GBASE-DWDM-T
¢ 10GBASE-DWDM-ZR
e CFP2-100GBASE-ER4

ARISTA

7500R2-18CQ-LC
7500R2-36CQ-LC
7516R-FM
DCS-7516-SUP2
DCS-7516-SUP2-D
DCS-7516N
7500R2A-36CQ-LC
7500R2AK-36CQ-LC
7500R2AK-48YCQ-LC
7500R2M-36CQ-LC
7500R2AM-36CQ-LC
7500R3-36CQ-LC
7504R3-FM
7508R3-FM
7500R3K-36CQ-LC
7500R3-24P-LC
DCS-7808-CH
7800R3-36P-LC
7800R3-48CQ-LC
7800R3-48CQM-LC

CFP2-100GBASE-XSR10
100GBASE-CWDM4
25GBASE-AOC
25GBASE-CR
25GBASE-LR
25GBASE-SR
100GBASE-SRBD
100GBASE-SWDM4
100GBASE-ERL4
100GE-DWDM2
CFP2-100G-DWDM-DCO
CFPX-100G-DWDM
CFPX-200G-DWDM
1000BASE-LX
1000BASE-SX
1000BASE-T
10GBASE-CR
10GBASE-LR
10GBASE-SR
10GBASE-SRL
100GBASE—-XSR4
100GBASE-DR
10GBASE-ERBD

7304X-FM
7308X-FM
DCS-7304
DCS-7308
7316X-FM
DCsS-7316
7320X-32C-LC
7324X-FM
7328X-FM
7300X3-32C-LC
7304X3-FM
7308X3-FM
7300X3-48YC4-LC
7368

7368-16C
7368-SUP
7368-SUP-D
7368X4-SC
7304X3-FM2
7308X3-FM2

10GBASE-ERLBD-U
ADPT-0-0Q-100G
AOC-0-0-400G
CAB-D-20-200G
CAB-D-20-400G
CAB-D-4Q-200G
CAB-D-40-400G
CAB-D-8S-200G
CAB-D-D-400G
CAB-0-2Q-200G
CAB-0-20-400G
CAB-0-4Q-200G
CAB-0-40-400G
CAB-0-8S-200G
CAB-0-0-400G
OSFP-400G-2FR4
OSFP-400G-LR8
OSFP-400G-SR8
QDD-400G-LR8
100GBASE-FR
CAB-Q-20Q-100G
OSFP-400G-DR4
AOC-D-D-400G
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e 100GBASE-PSM4 ¢ 10GBASE-ERBD-D e 100GBASE-LR

* 100GBASE-SR4 e 10GBASE-ERBD-U e SFP-10G-T
e 40GBASE-SRBD ¢ 10GBASE-ERLBD ¢ 10GBASE-ER
e 100GBASE-AOC ¢ 10GBASE-ERLBD-D e 40GBASE-CR4
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Reference to MLAG ISSU Upgrade/Downgrade Table

https://www.arista.com/en/support/mlag-portal
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https://www.arista.com/en/support/mlag-portal

Resolved Caveats in 4.23.10M
BGP EVPN L2/L3 VXLAN/MPLS

e When moving a VLAN from one VLAN-aware-bundle to another, MACs associated
with the VLAN may fail to program if the VLAN was added to the new bundle
before it was removed from the old bundle.

The workaround is to delete and re-add the VLAN, so the VLAN is added while
it is not present on any other bundle. (594211)

e In an EVPN deployment, the VLAN flood list may be deleted when moving a VLAN
from one VLAN aware bundle to another MAC-VREF.

The workaround to correct the flood list is to remove the VLAN from the MAC-
VRF and then add it back. (603591)

e In an EVPN VXLAN All-Active Multihoming deployment, the ARP entry of a
multi-homed host learned through MAC IP route advertisement can be lost.
This issue does not apply to IPv6 neighbor entry for a multi-homed host.
The issue does not apply to hosts connected via L2 only (no SVI for the
VLAN) .

A workaround is to clear the missing ARP entry on the multi-homed peer that
learn it over the data plane and advertised the routes. (608813)

CVvX

¢ When using Macro Segmentation Service (MSS) with Palo Alto Networks
firewall, presence of non-ASCII characters in any field (e.g. policy
description) on the firewall might not allow the CVX to retrieve any
configuration from it.

Workaround is to replace non-ASCII characters with their ASCII equivalent
if possible. (558655)

General

¢ The CLI session can close unexpectedly when running a command that
internally encounters an IO error. This can happen when running "no
shutdown" under daemon mode while the exe is executable but unreadable
(e.g., with a permission of 0711). If the command is loaded via a
configuration file, partial configuration may be committed. (501541)

e EOS is not vulnerable to CVE-2020-26116. However, custom agents using the
python3 runtime can be vulnerable. http.client in Python 3.x before 3.5.10,
3.6.x before 3.6.12, 3.7.x before 3.7.9, and 3.8.x before 3.8.5 allows CRLF
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injection if the attacker controls the HTTP request method, as demonstrated
by inserting CR and LF control characters in the first argument of
HTTPConnection.request. The fix for this CVE-2020-26116 prevents header
injection in http methods. (543494)

e EOS is not vulnerable to CVE-2019-20907. However, custom agents using the
python3 runtime can be vulnerable.

In Lib/tarfile.py in Python through 3.8.3, an attacker is able to craft a
TAR archive leading to an infinite loop when opened by tarfile.open, because
_proc_pax lacks header validation. The fix for CVE-2019-20907 updates the
python3 tarfile module to prevent an infinite loop. (543497)

e If an OpenConfig RESTCONF server is configured with an access control list,
then the ACL may not take effect. (548311)

e In a VXLAN routing setup using MLAG configuration, there may be excessive
UDP (port 51023) trafic observed over the MLAG peer link. This occurs when
there is lots of VXLAN ARPs received from remote VTEPs with sender MAC set
to virtual MAC. The excessive trafic may result in self-IP queue drops on
the receiving MLAG peer, and high CPU utilization by VxlanSwFwd agent on
the sending MLAG peer. (583243)

e ITn a VM Tracer deployment, connecting to a vCenter instance managing an
unresponsive ESX host may cause the VM Tracer agent to restart and prevent
the processing of CDP and LLDP updates from other ESX hosts. (591593)

e Power Loss wrongly recorded as the reload cause on this platform instead of
the correct reload cause. (604561)

SKUs Affected: DCS-7280CR3-32D4, DCS-7280CR3-32D4-F, DCS-7280CR3-32D4-M-F,
DCS-7280CR3-32D4-M-R, DCS-7280CR3-32D4-R, DCS-7280CR3-32P4,
DCS-7280CR3-32P4-F, DCS-7280CR3-32P4-M-F, DCS-7280CR3-32P4-M-R,
DCS-7280CR3-32P4-R, DCS-7280CR3K-32D4, DCS-7280CR3K-32D4-F,
DCS-7280CR3K-32D4-R, DCS-7280CR3K-32P4, DCS-7280CR3K-32P4-F,
DCS-7280CR3K-32P4-R, DCS-7280CR3MK-32P4, DCS-7280CR3MK-32P4-F and
DCS-7280CR3MK-32P4-R

e eAPI may skip re—-evaluating user credentials when certificate based
authentication is used. (606686)

e Configuring an ACL on a VLAN interface may lead to a leafref integrity
violation in the OpenConfig YANG tree precluding any successful SET
operation on the YANG data.

A workaround is to remove the ACL on the VLAN interface. (614069)

Layer 1

e On QSFP100 interfaces with the CRT50216 PHY connected to servers or optical

line systems, links may occasionally flap.
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At 100G interface speeds, workaround is to run the following CLI commands:\n
dut#hardware phy crt50216 [Ethernet interface] diag write 0x817a 0x118c\n

dut#hardware phy crt50216
dut#hardware phy crt50216
dut#hardware phy crt50216 [Ethernet interface] diag write 0x877a 0x118c\n

[Ethernet interface] diag write 0x837a 0x118c\n
[
[
dut#hardware phy crt50216 [Ethernet interface] diag write 0x897a 0x118c\n
[
[
[

Ethernet interface] diag write 0x857a 0x118c\n

dut#hardware phy crt50216
dut#hardware phy crt50216
dut#hardware phy crt50216
(611636)

SKUs Affected: 7368-16C, 7500R3-36CQ-LC, 7500R3K-36CQ-LC, 7800R3-48CQ-LC,
7800R3K-48CQ-LC, DCS-7280CR3-32D4, DCS-7280CR3-32D4-F, DCS-7280CR3-32D4-M-
F, DCS-7280CR3-32D4-M-R, DCS-7280CR3-32D4-R, DCS-7280CR3-32P4,
DCS—-7280CR3-32P4-F, DCS-7280CR3-32P4-M-F, DCS-7280CR3-32P4-M-R,
DCS-7280CR3-32P4-R, DCS-7280CR3-96, DCS-7280CR3-96-F, DCS-7280CR3K-32D4,
DCS-7280CR3K-32D4-F, DCS-7280CR3K-32D4-R, DCS-7280CR3K-32P4,
DCS—-7280CR3K-32P4-F, DCS-7280CR3K-32P4-R, DCS-7280CR3K-96 and
DCS-7280CR3K-96-F

Ethernet interface] diag write 0x8b7a 0x118c\n
Ethernet interface] diag write 0x8d7a 0x118c\n
Ethernet interface] diag write 0x8f7a 0x118c

Layer 2
e Having NAT connections from too many different hosts can cause the switch to
reach its memory limit. (600200)
Layer 3

e All ECMP static vxlan evpn routes for a prefix get deleted when one of the
contributing static vxlan evpn routes is deleted. (493505)

e With BFD VXLAN configured, BFD agent restart after a first supervisor failover

may result in continuous BFD agent restart.

There is no workaround once the restart loop starts. Performing another
supervisor

failover before restarting the BFD agent will avoid the restart loop.
(586673)

e OSPFv3 fails to install routes from intra-area-prefix (NAP) LSAs if the
referenced LS ID in the NAP LSA does not match the Link State ID of the RTR
LSA (605376)

e In setups with large number of ARP or ND entries in the same subnet, upon a
more specific route in that subnet getting removed, the Arp agent may
reevaluate all of the ARP or ND entries in that subnet, resulting in high
CPU usage in the platform agent.

Workaround is to split up large connected routes by adding more specific
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static interface routes to make the subnet that the ARP/ND entries fall
under smaller. (606649)

e ARP requests for NAT pool addresses might fail due to incorrect
initialisation.
As a workaround restart NAT agent to recover from the issue. (610947)

Multi-agent

e ITn multi-agent mode, when displaying the results of "show ip bgp detail"
the output may be corrupted by showing content previously output by the

currently running command in place of new content (607255)

Multicast

e In a VLAN that only has an IGMP proxy querier( 0.0.0.0 ) present, IGMP
snooping does not start flooding trafic in the VLAN when the querier
disappears. (258931)

e When an interface is a (*,G) assert loser, trafic duplication might be
present until the assert winner sends the next periodic assert of around 3
minutes. (587719)

¢ The PimBidirDf agent could continuously send DF winners when multiple RPs
are configured and one RP is deleted. This may cause high CPU in the
PimBidirDf agent. Workaround is to restart the PimBidirDf agent. (603791)

DCS-7150 Series

e The system may not power cycle when configured to power cycle upon CRC
detection on the system FPGA. (431702)

CCS-720XP Series

e For a given tx—-queue, trafic on unicast queue may starve the multicast
queue. (616128)
Series Affected: CCS-720XP Series

7368, DCS-7300X, DCS-7500R and DCS-7800 Series

e During SSO, a fabric card's forwarding agent may experience an additional
unexpected restart. In such cases, the forwarding agent will emit a
"STRATA-3-RXDMASTUCKERROR" syslog message. A brief trafic outage may be
observed. (572329)

Series Affected: DCS-7300X Series
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DCS-7020, DCS-7280E, DCS-7280R, DCS-7280R2, DCS-7280R3,
DCS-7500E, DCS-7500R, DCS-7500R2, DCS-7500R3 and DCS-7800R3
Series

e The SandFap agent unexpectedly restarts when a PRBS type unsupported by the
interface is configured; this will lead to trafic loss on all the interfaces.
(450978)

Series Affected: DCS-7280R, DCS-7280R2, DCS-7500R and DCS-7500R2 Series

e Adding a new member into a LAG with a high-scale VLAN translation
configuration may cause some packets to be misforwarded to incorrect VLANs.

A workaround is to keep the new LAG member administratively shut before
configuring it into a LAG. After a few seconds, unshut the member. (588883)

e When a PBR policy is applied to an SVI and new chips are added to the
system, PBR may not work for the interfaces associated with the new chip if
a policy is ever applied. (607599)

e In an EVPN MPLS configuration, changing the membership of an interface from
port-channel A to port-channel B might result in incorrect forwarding to/

from pre-existing members of channel group B.

The workaround is to unconfigure the pre-existing members from being part of
the port-channel and then configure them again. (610316)

e While in Tap Aggregation mode, trafic forwarding may be disrupted on two-way
(tap-tool) ports following a stateful switchover or a Mirroring agent
restart. (614967)

DCS-7280R and DCS-7500R Series

e When an SVI is configured with an MTU value and a new interface is created
with breakout cable and configured to be in that vlan, the new interface is
not programmed with the correct MTU value. The workaround is to re-apply
the MTU configuration on the SVI. (536927)

e If the forwarding agent is restarted after configuring a service profile on
an interface, the forwarding agent may continuously restart unexpectedly.

A workaround is is to remove the service-profile and re-add it. (549335)

e An interface with a link down debounce of less than 1.5 seconds configured
may not respond to a local fault deassertion at the physical layer fast
enough causing the link to spuriously f{flap.

Workaround is to configure a longer link down debounce time. (571797)
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DCS-7280R3, DCS-7500R3 and DCS-7800R3 Series

e If a MLAG LAG member is unconfigured while the SandAcl agent is not running,
BUM trafic from the peerlink to the specific member may be dropped.

The work around is to reconfigure and unconfigure the MLAG LAG member while
the SandAcl agent is running. (516712)

e Parity Interrupts for the first bank of first Fap of TCAM sometimes cause
corruption in MLAG entries in the Large Exact Match table. This can be
detected using the TCAM interrupt counter increase. Restarting of DUT
recovers from the problem. Alternatively, one can change the TCAM profile
and change it back. There is no work around to this , except to recover
back. (519945)

e On a device with VXLAN configured, a large number of split horizon drops may
result in some packets being discarded on neighboring devices due to CRC
errors (574067)

DCS-7020R, DCS-7280R, DCS-7280R2, DCS-7500R and DCS-7500R2 Series

e With MLAG fast MAC redirection enabled, if one of the LAGs in the MLAG is
down then a packet whose DA is either the broadcast MAC or the MAC is
unknown, the packet may be double delivered or loop continuously.

The workaround is to disable the MLAG fast MAC redirection feature in
"config-mlag" mode:
inactive mac-address destination peer-link direct (605211)

DCS-7280R3, DCS-7500R3 and DCS-7800R3 Series

e When using 64-bit versions of EOS, enabling auto—-negotiation on any non-

BASE-T interface will cause the forwarding agent to restart.

The workaround is to configure forced speed. (522773)

e When hardware oficad for sampled flow tracking is active on port-channel A,
changing the membership of an interface from another port-channel B to port-
channel A may result in incorrect flow tracking on port-channel A.

The workaround is to unconfigure all the pre-existing members from being
part of the port channel and then configure them again. (611966)
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DCS-7280R and DCS-7280R2 Series

e IPv6 routing with virtual VTEP configuration will not work on platforms that
run in AlgoMatch mode. Workaround is to change the access-list mechanism
configuration to tcam (472142)

7300X3, 7320X, 7368, CCS-720XP, DCS-7010, DCS-7050X, DCS-7050X2,
DCS-7050X3, DCS-7060X, DCS-7060X2, DCS-7060X4, DCS-7250X,
DCS-7260X, DCS-7260X3, DCS-7300X and DCS-7300X3 Series

e Interface default mtu may not apply properly on ports post reboot and cause
IP fragmentation issues depending on packet mtu size. The workaround is to
toggle the interface default mtu configuration. (515239)

e Deleting a PTP-enabled port channel while PTP is in Boundary mode and then
disabling PTP with the 'ptp mode disabled' command may cause the member
interfaces of the deleted port channel to fail to send some PTP packets if
PTP is set back to Boundary mode with 'ptp mode boundary'. Disabling and re-
enabling PTP on the affected interfaces or port channel containing the
affected interfaces with 'no ptp enable' and 'ptp enable' will restore

normal operation. (558065)

e The forwarding agent may incur an additional restart during the Stateful
Switchover (SSO). This may lead to a brief trafic outage. Conditions
include: any peer fabric interface down (visible through "“show platform
trident connections’) and fabric modules unplugged. (568323)

Series Affected: 7300X3, 7320X and DCS-7300X Series

e Forwarding agent restarts, changing the forwarding table partition, or cold
boots may result in the internal VLAN not being set on an interface.

As a workaround, a manual restart of the Stratalag will fix this. (569584)

e Strata forwarding agent may continuously restart when a PBR policy with an
access list "permit vxlan" is applied on an interface. The workaround is to

remove "permit vxlan" rule from the matching criteria. (576286)

e In EVPN VXLAN setup with multicast routing enabled, ARP broadcast request
and IPV6 neighbour solicitation packets may flood additional copies in the
VLAN including a copy out the original source interface. (611692)

Series Affected: CCS-720XP, DCS-7050CX3, DCS-70500X2 and DCS-7050SX3 Series

¢ Changing the membership of an interface from port-channel A to port-channel
B might result in no control-plane forwarding to/from pre-existing members
of channel group B during stateful switchover. (611967)
Series Affected: DCS-7300X and DCS-7300X3 Series
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e ARP packets destined to VARP MAC on a L2 VLAN may get dropped instead of
forwarding the packet on the VLAN. (613277)

e Routing of certain IPv6 prefixes may not work correctly when systems has one
or more set of routes having following bit patterns. 1) Upper 96 bits are
same and 2) Bits 65 to 96 has non-zero value. (614629)

Series Affected: 7368, DCS-7060DX4 and DCS-7060PX4 Series

7300X3, 7320X, DCS-7060X, DCS-7260X and DCS-7300X3 Series

¢ A single event upset (SEU) in the IFP_TCAM WIDE table may not be detected.
This may cause trafic to be misclassified.

A forwarding agent restart is required to forward trafic normally. (260334)

e A single event upset (SEU) in the IFP_LOGICAL_TABLE_SELECT TCAM or
IFP_TCAM WIDE may not be detected. This may cause trafic to be misclassified.

A forwarding agent restart is required to forward trafic normally. (383160)
7368 and DCS-7060X4 Series

e Issuing "show platform trident 13 shadow routes lpm" with large scale of

routes may result in unexpected restart of Stratal3 forwarding agent.
(523797)

Transceiver Series

e Removing a transceiver within approximately 3 seconds of inserting the same
transceiver from a QSFP200, QSFP-DD or OSFP transceiver slot may cause

XcvrAgent to unexpectedly restart. (569999)

7300X3, CCS-720XP and DCS-7050X3 Series

e With GRE tunnels or IPinIP tunnels or Nexthop-group tunnels configuration
along with subinterface in the tunnel core interface, tunnel encapsulated
packet will not be tagged with dotlg tag as configured in the subinterfaces,
instead packet will go out tagged with internal wvlanId assigned for the

subinterface. There is no workaround for this issue other than removing
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subinterface configuration in the core interface. (523365)
Series Affected: 7300X3, CCS-720XP and DCS-7050CX3 Series

e Performing SSU (fast reload) from an older release may lead to complete
trafic loss. Workaround is to issue chip reset using "platform trident
reset" command. (596509)

Known Software Caveats in 4.23.10M

Accelerated System Update

e Performing SSU when /mnt/flash/persist/persistentRestartlLog doesn't exist
may result in extended trafic outage due to a watchdog reset that can occur.
(158117)

¢ When performing ASU2 on an MLAG setup with VXLAN configuration, ASU2 can
result in a fatal error resulting in a cold boot being performed resulting
in large trafic loss. (245555)
Series Affected: DCS-7060X and DCS-7060X2 Series

e SSU with Splunk enabled may result in extended boot times, which could lead
to protocol timeouts or switch cold rebooting. (343629)

e When performing SSU on an MLAG setup, SSU can cause peer links on port-
channel to flap, resulting in large trafic loss. (405788)

BGP EVPN L2/L3 VXLAN/MPLS

e A remote VTEP reached through unnumbered BGP over IPv6 will be incorrectly
displayed as a configuration error with "FAIL" state due to "No
route" (525842)

¢ Some MAC addresses may get blacklisted when the BGP agent is restarted on a
multihomed peer. The workaround is to clear the blacklist using the "clear
bgp evpn host-flap" command. (538177)

e Tn a EVPN MLAG IRB deployment, reloading the the MLAG primary may trigger
the lost of some dynamic VLAN allocated for certain VRF to VNI mappings on
the secondary.

The workaround is to restart the VXLAN agent. (548097)

e In an EVPN deployment, ARP entries learned from MAC/IP advertisement routes
may remain stale after removing the associate MAC-VRF or changing the BGP
AS number.

The workaround is to restart the BGP agent. (578375)
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e In an EVPN multi-homing deployment, designated forwarder election for a
given Ethernet segment and EVPN instance pair is based on the complete set
of VLANs within the EVPN instance. This differs from the standard in which
only the instance VLANs that are in the Ethernet segment interface's
allowed VLAN list are used in the election algorithm. This deviation may

cause interoperability issues with other wvendors.

As a workaround, a single VLAN-aware bundle EVPN instance may need to be
split into multiple instances, such that for every instance and Ethernet
segment either every instance VLAN is in the Ethernet segment interface's
allowed VLAN list, or none are. (583126)

e Tn a Multi-VTEP EVPN VXLAN MLAG IRB deployment, reloading both peers may
result in the lost of dynamic VLANs on one or both peers required by VRF to
VNI configurations.

A workaround is to restart the VXLAN agent. (586826)

e In an EVPN multi-homing deployment, with multiple interfaces in an Ethernet
Segment and a large number of allowed VLANs, the BGP agent may unexpectedly
due to a configuration change. The configuration changes that can trigger the
restart include but are not limited to 1) updates to the Ethernet Segment
Identifier; 2) administratively shutting down or enabling a member interface.

As a workaround, if a port has a large number of allowed VLANs its
configuration should be updated separate from that of other ports. (609100)

Containerized EOS

e ISIS/OSPF/OSPF3 may not function properly in cEOS if the kernel interfaces
are prefixed with "eth" (397410)

VEOS Router / CloudEOS

¢ When an IPsec connection is established with a primary IP address of an
interface and a secondary IP address is configured on an interface and that
secondary IP address is used to establish an IPsec connection, the IPsec
connection with the secondary IP address doesn't come up.
The workaround is to restart the IPsec agent. (572808)

e A bug in Google Cloud KVM implementation causes Live Migration performed
during a

maintenance event to reload the VvEOS router.

Until a new KVM instance is deployed the only workaround is to modify /mnt/
flash/kernel-params to disable hyperthreading using the nosmt parameter.
Please contact Arista for detailed steps to apply the workaround. (579590)
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e In certain CloudEOS deployments the VM may be oversubscribed and thus
subject to processing delays while sending packets to the CPU. This
primarily affects BFD control packets and result in the BFD detecting a link
flap.

One workaround is to increase the interval, min-rx and multiplier to larger
values for each affected interface. For example, use the command: "bfd
interval 500 min-rx 500 multiplier 5" to increase the timeout to 2.5

seconds in the interface sub-mode. (581475)

e When SFE agent restarts or device reboots, some DPS paths may incorrectly
set the loss rate to 50%. This will impact the load balancing of trafic by
not utilizing the paths with 50% loss rate to their real capacity. The same
issue may also be seen in the scenario where trafic is stopped while there
is already significant amount of trafic loss over DPS paths. Auto correction
of this issue may take a while to recover the loss rate back to 0 or normal

value.

It can be worked around by flapping the corresponding WAN interfaces on the
DPS peers of the problematic paths. (618258)

CVP

Network Provisioning

e OpenConfig configurations involving route targets may be incorrectly ignored.
(528374)

CVvX

e Tf a VmTracer session configures all the available VLANs on the switch,
then the switch may errdisable the routed ports by freeing up the
internal VLANs. (139294)

e On all switch series configured as a MLAG pair where CVX is used as the
VXLAN control plane, on rare occasion after a MAC address move between
switches the MAC address can be advertised to the CVX server by two
different VTEPS. This can cause packets destined to the MAC address to be
blackholed. The workaround is to clear the mac address on both the
advertising VTEPS so that the mac address will be relearned properly.
(158130)

e The MacroSegmentation Service (MSS), working with L2 transparent firewalls,
requires the firewall interface be statically identified on CVX via
configuration commands (as opposed to using LLDP to detect them
dynamically). This prevents issues such as trafic loss in the event that a

member port of a aggregated link goes down. (275384)
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e Macro-segmentation Service (MSS) might stop intercepting trafic when the
last member of the Near service LAG goes down.

To work around this failure, use the interface mapping from the MSS dynamic
device-set configuration to statically map service device interfaces to
their corresponding switch port channels. (275656)

e When a security policy on a CheckPoint firewall includes unsupported
services, the Macro-Segmentation Service (MSS) intercepts trafic for all
services for the specified end-points in the policy. (433067)

e When a group on NSX-T containing more than 1000 hosts, policy rules for the
group on CVX will only generate ACLs for the first 1000 hosts in that group.
(459644)

e The Policy Control Service (PCS) fails to apply any security policy
configured on NSX-T on a switch interface after the switch configuration is
modified to remove all tags from an interface followed by re-adding tags,

using the configuration replace feature. (463958)

e When 'client state preserve' feature is configured on CVX, state of the
primary switch of an MLAG VTEP will not be preserved upon disconnection. If
the primary switch did not reboot and disconnected from CVX due to network
faults, it may cause disruption of VXLAN control plane leading to VXLAN
trafic loss.

As a workaround, reboot the MLAG primary switch. (533925)

e ITn a Macro-Segmentation Service (MSS) deployment with Panorama, uncommitted
changes to the list of managed devices may be used by MSS to program rules
on the switches. (536412)

¢ When the Policy Control Service is enabled on CVX, under certain
circumstances such as re-numbering IP on a host connected to a tagged port,
the groups received from NSX controller may not be resolved into IP
addresses. This may result in incorrect programming of ACLs on the
switches.

Workaround is to disable and re-enable 'service pcs' on CVX. (538537)

e In a VXLAN routing deployment using VCS to distribute MAC and ARP bindings
with MSS enabled, if there is an application using a virtual IP address
whereby the MAC address bound to the virtual IP address changes as it
migrates to behind a different VTEP, then the VTEP may fail to update the
ARP entry for the virtual IP to the newer MAC address.

The workaround is to either disable MSS during the migration, or clear the
ARP entries for the virtual IP on the VTEPs prior to migrating the virtual
IP. (624581)
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General

e When a policy map of type PBR is attached to an interface that is either in
down state or a switchport (or both), and if the policy map is too large to
fit into available hardware resources, the CLI will not report the error and
roll back the configuration. Later, when the interface becomes an
operational routed interface, the policy map will not be programmed into
hardware. However, "show policy-map type pbr" shows the policy applied to

the interface.

To fix the discrepancy, remove extra rules from the policy map to make it fit
into the hardware. (89931)

e OpenFlow Flows may not be programmed in the right priority order after
changing OpenFlow Table Profile config to "auto" mode. (118767)
SKUs Affected: DCS-7260CX3-64, DCS-7260CX3-64-F, DCS-7260CX3-64-R,
DCS-7260CX3-64E-F and DCS-7260CX3-64E-R

¢ While running a combination of both UDP and TCP trafic (e.g. BFD and BGP), a
race
condition may lead to a kernel panic due to reusing previously freed
memory. (131245)

e The OpenFlow agent fails to return counters associated with a flow, when
queried by the OpenFlow controller using protocol version 1.0 (132812)

e On switches using the tg3 driver for the management interface a kernel

panic can happen resulting in a switch reload. (136944)

Series Affected: 7368 Series

SKUs Affected: DCS-7010T-48-DC-F, DCS-7010T-48-DC-R, DCS-7010T-48-F,
DCS-7010T-48-R, DCS-7020SR-24C2-F, DCS-7020SR-24C2-R, DCS-7020SR-32C2-F,
DCS-7020TR-48-F, DCS-7020TR-48-R, DCS-7020TRA-48-F, DCS-7020TRA-48-R,
DCS-7050CX3-32S-F, DCS-7050CX3-32S-R, DCS-70500X-32-F, DCS-70500X-32-R,
DCS-7050Q0X-32-SSD-F, DCS-70500X-32-SSD-R, DCS-70500X-32S-F, DCS-7050Q0X-32S-
R, DCS-70500X-32S-SSD-F, DCS-70500X-32S-SSD-R, DCS-7050Q0X2-32S-F,
DCS-70500X2-325-R, DCS-7050SX-64-F, DCS-7050SX-64-R, DCS-7050SX-64-SSD-F,
DCS-70508X-64-SSD-R, DCS-7050SX-72-F, DCS-7050SX-72-R, DCS-705038X-72-SSD-F,
DCS-70508X-72-3SD-R, DCS-7050SX-72Q-F, DCS-7050SX-72Q0-R, DCS-7050SX-96-F,
DCS-70508X-96-R, DCS-7050SX-96-SSD-F, DCS-7050SX-96-SSD-R, DCS-70508X2-128-
F, DCS-7050S8X2-128-R, DCS-7050SX2-72Q-F, DCS-7050SX2-72Q-R,
DCS-70508X3-48YC12-F, DCS-7050TX-48-F, DCS-7050TX-48-R, DCS-7050TX-48-SSD-
F, DCS-7050TX-48-SSD-R, DCS-7050TX-64-F, DCS-7050TX-64-R, DCS-7050TX-64-SSD—
F, DCS-7050TX-64-SSD-R, DCS-7050TX-72-F, DCS-7050TX-72-R, DCS-7050TX-72-SSD-
F, DCS-7050TX-72-SSD-R, DCS-7050TX-72Q-F, DCS-7050TX-72Q0-R, DCS-7050TX-96—
F, DCS-7050TX-96-R, DCS-7050TX-96-SSD-F, DCS-7050TX-96-SSD-R,
DCS-7050TX2-128-F, DCS-7050TX2-128-R, DCS-7060CX-32S-F, DCS-7060CX-32S-R,
DCS-7060CX2-32S-F, DCS-7060CX2-32S-R, DCS-7060SX2-48YC6-F,
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DCS-7060SX2-48YC6-R, DCS-71505-52-CL-F, DCS-7150S-52-CL-R, DCS-71505-52-CL-
SSD-F, DCS-7150S-52-CL-SSD-R, DCS-7160-32CQ-F, DCS-7160-32CQ-R,
DCS-7170-32C-F, DCS-7170-32C-M-F, DCS-7170-32C-M-R, DCS-7170-32C-R,
DCS-7170-32CD-F, DCS-7170-32CD-R, DCS-7170-64C-F, DCS-7170-64C-M-F,
DCS-7170-64C-M—-R, DCS-7170-64C-R, DCS-7260CX3-64-F, DCS-7260CX3-64-R,
DCS-7280CR2A-30-F, DCS-7280CR2K-30-F, DCS-7280CR2M-30-F, DCS-7280QR-C36-F,
DCS-7280QR-C36-M-F, DCS-7280QR-C36-M-R, DCS-7280QR-C36-R, DCS-7280QRA-C36S-
F, DCS-7280QRA-C36S-M-F, DCS-7280QRA-C36S-M—-R, DCS-7280QRA-C36S-R,
DCS-7280SE-64-F, DCS-7280SE-64-R, DCS-7280SE-68-F, DCS-7280SE-68-R,
DCS-7280SR-48C6-F, DCS-7280SR-48C6-M-F, DCS-7280SR-48C6-M-R,
DCS-7280SR-48C6-R, DCS-7280SR2-48YC6-F, DCS-7280SR2-48YC6-M-F,
DCS-7280SR2-48YC6-M-R, DCS-7280SR2-48YC6—-R, DCS-7280SR2A-48YC6-F,
DCS-7280SR2A-48YC6-M-F, DCS-7280SR2A-48YC6-M-R, DCS-7280SR2A-48YC6-R,
DCS-7280SR2K-48C6-M-F, DCS-7280SR2K-48C6-M-R, DCS-7280SRA-48C6-F,
DCS-7280SRA-48C6-M-F, DCS-7280SRA-48C6-M—-R, DCS-7280SRA-48C6-R,
DCS-7280SRAM-48C6-F, DCS-7280SRAM-48C6-R, DCS-7280SRM-40CX2-F,
DCS-7280SRM-40CX2-R, DCS-7280TR-48C6-F, DCS-7280TR-48C6-M-F,
DCS-7280TR-48C6-M-R, DCS-7280TR-48C6-R, DCS-7280TRA-48C6-F,
DCS-7280TRA-48C6-M-F, DCS-7280TRA-48C6-M-R, DCS-7280TRA-48C6-R, DCS-7304,
DCS-7308, DCS-7504N, DCS-7508N, DCS-7512N and DCS-7516N

e When configuration of a service-policy of type pdp on an interface fails due
to lack of hardware resources, the interface may not be protected by any
PDP policy. The workaround is to remove the configuration of the PDP service-—
policy and to configure the PDP service-policy default-pdp-policy on the
interface. (216365)

¢ The CLI command "route-target import auto <ASNumber>" for VLAN VRF does
not work and hence should not be used. Alternatively, the suggested
configuration is "route-target import auto". In this case the AS Number is

picked up from the BGP configuration.
Example:

router bgp 301
vlan 300
# This does not work as AS Number for generation of route target is
explicitly
# configured
route-target import auto 302

Suggested Usage
router bgp 301
vlan 300
# In this case 301 is used as the AS number for generation of route
target
route-target import auto (255062)
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¢ The MacroSegmentation Service (MSS) feature doesn't work in conjunction
with the VARP VTEP IP configuration required for VXLAN routing where a
subset of VTEPs are 12 VTEPs. (263532)

e Support for VRRPs in OpenConfig not 